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A realtime multilateral foreign exchange 
settlement system having a computer imple- 
mented netting system, a processor-based mul- 
tilateral settlement coordinator (MSC) having 
a first money module and a first host applica- 
tion, where the first host application receives 
debit and credit data from said netting sys- 
tem. A plurality of processor-based multilat- 
eral settlement agents (MS As) each having a 
second money module and a second host ap- 
plication. A plurality of processor-based coun- 
terparty settlement agents (CSAs) each having 
a third money module and a third host appli- 
cation. The second and third money modules 
communicate via cryptograph ically secure ses- 
sions. The first money module receives elec- 
tronic money from the third money modules of 
net debit CSAs via the second money modules. 
When all net debit counterparties have paid, the 
first money module sends the electronic money 
to the third money modules of net credit CSAs 
via the second money modules. 
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Foreign Exchange 
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F reign Exchange (Cont.) 
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PAY/EXCHANGE B 
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Figure 9C 
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SEND MESSAGE -START 
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END 



Figure 9D 
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TRANSACTION 
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SEND READY -TO-COMMIT 
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SEND MESSAGE 
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SESSION MANAGER Y 
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Abort Transacti n 
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TRANSACTION ABORTED 



SESSION MANAGER X 
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NOTE TRANSACTION ABORTED 
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7746- 
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SESSION MANAGER X 
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COMPLETED 
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SEND MESSAGE 

X --> Y 
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SESSION MANAGER Y 



ROLL-BACK CHANGES AND 
NOTE TRANSAC TION ABORTE D 
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REVERSE ACCOUNTING 
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Figure TIB 
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POS Payment 



A AGREES TO PURCHASE 
PRODUCTS OR SERVICES 
FROM B 
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A SIGNS ON MONEY 
MODULE 
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1768^ E ASSIGNS VALUE TO PURCHASE 
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TO SUBSCRIBER A 
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PROMPT FOR TRANSACTION 
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TO SUBSCRIBER B 



PROMPT FOR TRANSACTION 
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POS PAYMENT 
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ESTABLISH COMMUNICATION 



7774- 
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ESTABLISH SESSION 
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TO SUBSCRIBER A 



-7784 
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Figure 12A 
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"SUFFICIENT 







^X^FUNDS?/^ 


7804 , 

i 


r 


^fYES 


TO SUBSCRIBER A 




PAY/EXCHANGE A 
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TRANSFER NOTES 
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COMMIT 
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END 



Figure 12B 
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PAY/EXCHANGE A 
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SEND MESSAGE 
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NEW AMOUNT 
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TO SUBSCRIBER B -1792 



ABORT TRANSACTION 

B-> A 
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END 
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Figure 12C 
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Update Credit from Issuing Bank 



SET UP CREDIT 

A --> TELLER B 

T 
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TO TRANSACTION B 



CHECK IF CURRENCY AND 
FRANSFERRED CREDIT NOTES 
TRANSFERRED 
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NO 
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^TRANSFERRED^ 
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POST ACCOUNTING TRANSAC- 
TION (SEE ACCOUNTING) 
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TRANSFER NOTES 

TELLER B --> A 
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Update Credit f r m Issuing Bank (Cont.) 




COMMIT 

A -•> TELLER B 
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END 
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Figure 13B 
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SEND MESSAGE 
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PROMPT FOR TRAN SACTION 



A PICKS CREDIT 
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NETWORK SIGN ON A 
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ACCOUNT, SEND AMOUNT 
TO TELLER X 
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Link Money Module to Bank Acc unt(s) for Bank Access 



SUBSCRIBER IDENTIFIES \-i928 
HIM/HERSELF TO CUSTOMER 
SERVICE REPRESENTATIVE (CSR) 
AND SUBSCRIBER REQUESTS 
CSR TO LINK HIS/HER 
ACCOUNT(S)TOAMONEY 
MODULE 



7938 
i 



CSR REQUESTS CUSTOMER SER- 
VICE MODULE HOST (CSMH) A 
TOLINKACCOUNT(S) 
FOR SUBSCRIBER 



T 
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CSMH (A) REQUESTS 
SUBSCRIBER IDENTITY AND 
ACCOUNT INFORMATION 
FROM ON-LINE 
BANKING S YSTEMS 
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ONLINE BANKING SYSTEMS 
PASS INFORMATION 
TO CSMH (A) 



-7934 



T 



SUBSCRIBER AND CSR 
VERIFY ACCOUNT 

INFORMATION AND 
SUBSCRIBER CHOOSES 

ACCOUNT(S) TO LINK 



-7936 
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SUBSCRIBER REQUESTS 
MONEY MODULE B TO LINK 
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T 



CSR REQUESTS CUSTOMER 
SERVICE MODULE A TO LINK 
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SESSION MANAGER B 
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ESTABLISH COMMUNlCATlC 
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SESSION MANAGER A 
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ESTABLISH SESSION 

A--> B 
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Figure 18A 
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SIGN ACCOUNT PROFILE 








CREATE ACCOUNT PROFILE A 
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CONSTRUa MESSAGE OF 
ACCOUNT PROFILE AND 
SIGNATURE AND SEND TO B 
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SEND MESSAGE 


-1958 
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RECEIVE MESSAGE 
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ABORT TRANSACTION 
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T 






MONEY MODULE 
NETWORK SIGN-ON A 


■1984 


\ 






ESTABLISH SESSION 


-1986 
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Figure 19A 
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ABORT TO CSM 
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Figure 19B 
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RECEIVE ACCOUNT #. AND 
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ABORT TRANSACTION 

Y~> X 

(^END^) 



Figure 20 
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Create Lost Note(s) Claim 



SUBSCRIBER OF MONEY \- 2 Q32 
MODULE A SIGNS 
ON MODULE 



T 



TO SUBSCRIBER A -2034 



PROMPT FOR TRANSACTION 

I 



SUBSCRIBER CHOOSES TO \-2036 
CREATE LOST NOTE CLAIM 

T 



NOTE DIRECTORY A - 2 038 



CREATE A UNIQUE CLAIM 
SEQUENCE NUMBER AND SEND 
A COPY OF THE NOTE 
DIRECTORY TO THE PACKET 
MANAGER WITH THE CLAIM 
SEQUENCE N UMBER 
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NOTES A -2040 



SEND A COPY OF ALL NOTES 
WITH SIGNATURES AND CERTIFI- 
CATES TO PACKET MANAGER 
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TRAN LOG A -2042 



SEND ALL UNCLAIMED FAILED 
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PUBLIC KEY A 
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SUBSCRIBER REQUESTS TO 
MAKE A CLAIM FOR LOST 
NOTES TO CUSTOMER 
SERVICE REPRESENTATIVE (CSR) 
AND IDENTIFIES 
HIM/HERSELF TO CSR 
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CSR ENTERS SUBSCRIBER IDEN- 
TITY TO CUSTOMER SERVICE 
MODULE HOST (CSMH) A 
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